Securing Devices
AP Cybersecurity - Vocabulary

Write each word 3 times. B854 FAIRITPE = .

English 3¢ Write it 3 times (English)

@ embedded ARITAE

computer L

é Internet of Things  #JELM

(IoT)

m malware AR

¥ Virus 75 15

% Worm ik o

ﬁ Trojan KL

ﬁ remote access AR A A

trojan (RAT) IEy

6 Ransomware IR

®© Spyware (A AT

Keylogger PAC AR

2 Logic bomb RN

@ fileless malware T A=
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&9 RAM N

& unpatched RITANT Y

software A

H cryptographic R R

hash function B
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English

H3C

Write it 3 times (English)

# hash

?\o collision resistant

(D pre-image

resistance
deprecated

LN ]

ese salt

brute force

dictionary attack

i8

password spraying

credential stuffing
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rainbow table
complexity
minimum length
maximum age
password history

lockout

p password manager
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English

H3C

Write it 3 times (English)

acceptable use
policy

@ Anti-malware

software

J‘-” patch

@ host-based firewall

I:' indicator of
compromise (IoC)

Q endpoint

detection and response

(EDR)
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