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3 Wireless security and detecting at-
tacks — Part 2
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Recall

e You choose a Wi-Fi network by its name and enter a password.

¢ You know some networks are open and some are locked.
e You understand that alarms should only go off when something is really wrong.
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New ideas

Read these first. Each idea has a short worked example. Then do the Practice below.

B 1 Wireless security

Use WPA3 T2 % MY encryption - old WEP and the original WPA are broken.
Disable beacon frames, control the signal so it does not leak outside, and use MAC

filtering Hitik 1.

Worked example. A café controls its signal strength so the Wi-Fi stops at the walls,
not the car park.

B 2 Detection systems

A NIDS W2 ARG R 56 detects and alerts; a NIPS [ 2% AR I &4t can also
block; a SIEM 445 B 53144 correlates data from many sources.

Worked example. A NIDS raises an alert but waits for a human; a NIPS closes the
port itself.

B 3 Detection methods

Signature-based J T4 detection matches known attacks - fast, few false alarms,
but misses new ones. Anomaly-based kT 7% compares to a normal baseline J
2§ - catches new attacks but costs more.

Worked example. A brand-new worm slips past signature detection but trips the
anomaly detector.

Watch out: The one-letter difference matters: an IDS only alerts, an IPS can block.
Read which the question means.
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Practice

2.1 State the strongest current wireless encryption protocol. 1]
2.2 Explain why controlling a Wi-Fi signal’s strength improves security. 2]
2.3 State the difference between a NIDS and a NIPS. 2]
2.4 Which detection method is more likely to catch a brand-new attack? 1]
2.5 Give one advantage and one disadvantage of signature-based detection. 2]
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