AP Cybersecurity English Pinyin

Glossary - - every term in the course, A—7Z o
fei dui chen jia mi

English Pinyin

Vv Accept jie shou
/ak'sept/

acceptable use policy ké jie shou shi yong zheng ce
/ak'septabl jus 'polisi/

J= access control list fang wen kong zhi lie bido
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(ACL)

/'kses kan'travl list/
access control vestibule
/'zkses kan'travl 'vestibju:l/
access point

/'&kses pont/
accounting

/a'kaontiy/

address resolution
protocol (ARP)
/a'dres reza'lu:fn "pravtaknl/
administrative
/ad'ministrativ/
adversary

/'edvasari/

AES

/eri:'es/
Al-enhanced coding
tools

/et 'ar en'heenst 'kavdiy tu:lz/
alert fatigue

/a'lait fa'tizg/
Anomaly-based
/a'nomali berst/
Anti-malware software
/'enti 'maelwea 'softwea/
Applications
/,&epli'kerfnz/

ARP poisoning

/a:p 'porzeny/

asset

/'aeset/

mén jin qidn shi
jie ru dian
shén ji ji lu

di zhi jié x1 xié yi

guan li xing
duil shou
gao ji jia mi biao zhin

rén gong zhi néng fi zhu bian
chéng gong ju

jing bao pi ldo

j1 ya yi chang

fan e yi ruan jian
ying yong chéng xu
di zhi jié x1 téu da

71 chan

P Asymmetric encryption
/ e1si'metrik en'kripfn/
[”] at rest
[t rest/
@l authentication
/o:,0entr'kerfn/
ﬁ Authority
/a'0oriti/
‘a’ automated vulnerability
scanner
/'a:temertid valnara'biliti 'skeena/
D autorun
/oitav'ran/
S Availability
/a,vela'biliti/
S Avoid
/a'vord/
— baseline
/'berslamn/
<, biometric
/ batav'metrik/
Ea block cipher
/blok 'sarfa/
$P bollards
/'bola:dz/
} brute force
/bru:t fo:s/
-:::- buffer
/'oafa/
& Buffer overflow
/'bafs puva'flas/
B Card cloning
/ka:d 'klaonin/
card readers
/ka:d 'ri:daz/
@ challenge questions
/'tfeelindz 'kwestfnz/
[\ CIA triad
/ sizat ‘et 'trared/

E‘j ciphertext
/'sarfotekst/

jing tai shu ju

shen fen yan zheng

quan wei

zi dong lou dong sdo mido qi

zi dong yun xing

ké yong xing
gui bi

j1 xian

sheng wu te zheng

fen z mi ma

fang zhuang zhu

bao 1i po jié

huan chong qu

huan chong qu yi chu

mén jin k& fu zhi

da ki qi

an quan wen ti

Xin X1 an quan san yao sl

mi wén
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: clean desk policy

/Klim desk 'polisi/
collision resistant
/ka'lizn ri'zistant/
complexity
/kem'plekstti/
compliance
/kem'plarens/
Confidentiality

/ konft denfi'zlati/
Consensus

/kan'sensas/

corrective

/ka'rektiv/

credential harvesting
/kri'denfl 'ha:vistin/
credential stuffing
/kri'denfl 'stafin/
Cross-site scripting
(XSS)

/kros sait 'skripti/
cryptographic hash
function

/ kripta'greefik heef 'fagkfn/
Cryptography
/krip'tografi/
cyberterrorist
/'saibaterarist/

data loss prevention
(DLP)

/'derta lps pri'venfn/

Data validation
/'derta ,veeli'derfn/
deepfake

/'di:pferk/
defense-in-depth
/di'fens m depf/

denial of service (DoS)
/di'naral ov 's3:vis/
deprecated
/'deprikertid/

qng zhuo zheéng ce
kang peng zhuang
fu za du

hé gut

bdo mi xing

céng zhong

jiu zheng xing
ping ju shou ji
zhuang ku

kua zhan jido bén

mil ma san lie hian shu

mi ma xué
wang luo kong bu fen zi

shu ju xie lou fang hu

shu ju yan zheng
shen du wéi zao
zong shen fang yu
ju jué fu wu

ql yong
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detective

/dr'tektrv/

dictionary

/'dikfenari/

dictionary attack
/'dikfenari a'teek/
Directory traversal
/dar'rektari trae'vs:sl/
Discretionary (DAC)
/di'skrefenari/
distributed denial of
service (DDoS)
/'distribju:tid dr'narel pv 's3:vis/
DMZ

/,di: em 'zed/

DNS poisoning

/diz en 'es "porzenim/
domain name system
(DNS)

/da'mein nerm 'sistam/
Dumpster diving
/'dampsta 'darvin/
eavesdropping
/'izvzdropm/

elicitation

/1list'terfn/

elliptic curve
cryptography (ECC)
/1'liptik karv krip'tografi/
embedded computer
/em'bedid kem'pju:ta/
encrypted

/en'kriptid/

endpoint detection and
response (EDR)
/end'pomt di'tekfn eend ri'spons/
Evil twin

/'i:vl twin/

exploits

/'eksploits/

jian ce xing

z1 didn

zi dian gong j1

mu lu bian 1i

zi zhu fang wen kong zhi

fen bt shi jit jué i wit

gé i qu
yu ming téu da

yu ming x1 tong

fan la j1 sou ji qing bao
qie ting
tao qu xin x1

tud yuan qu xian mi ma xué

gian ru shi ji suan j1
jia mi de

duan dian jidn ce yu xidng
ying

shuang bao tai ¢ yi re dian

lou dong 1i yong
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@ Familiarity sha x1
/fo,muli'aeriti/
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fileless malware
/'faillas 'maelwea/
firewall

/'farowo:l/

foothold

/'fothavld/

hacktivist

/'heektivist/

handheld computers
/'handheld kam'pju:taz/
hash

/[hef/

honeypot

/"hanipot/

host-based firewall
/haust berst 'farowo:l/
impact

/'mpzekt/
impersonate
/1m'pa:sanert/

in transit

/m 'traensit/

in use

/mjus/

indicator of compromise
(IoC)

/'mdikerts pv 'kompramaiz/
injection attack
/m'dzekfn a'teek/

input sanitization
/'mpot senttar'zetfn/
insider

/m'sarda/

Integrity

/n'tegriti/

Internet of Things (IoT)
/'ntanet ov Oiyz/
Intimidation

/i timi'derfn/

wi wén jian € yi ruan jian
fang huo qiang

li z4 dian

hei ke hu6 dong fen zi
shou chi ji suan ju

san lié zhi

mi guan

zhu j1 fang huo qiang
ying xiang

mao chong

chuéan shu zhong shu ju
shi yong zhong shu ju

ru gin zhi biao

zhu ru gong j1
shu ru qmng I
neéi bu rén yuan
wan zhéng xing
wi lidn wang

kong he
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Jamming
/'dzeemy/

key

/kiz/

key pair

/ki: pea/

keylogger

/'kizloga/

keyspace

/'kispers/

Large language models
(LLMs)

/la:dz 'lengwidz 'modlz/
lateral movement
/'lzetaral 'mu:vmant/
likelihood
/'laiklihod/

lockout

/'lokaovt/

log files

/1og failz/

Logic bomb
/'lndzik bom/

MAC addresses
/mzk a'dresiz/

MAC flooding
/meek 'fladm/
malware

/'maelwea/
managerial

/ meena'dziarial/
Mandatory (MAC)
/'maendatori/
maximum age
/'maeksimam eidz/
minimum length
/'mmimam len6/
Mitigate

/'mitigert/
mitigation

/,mitr'getfn/

gan rao gong ji
mi yao

mi yao dul

jian pan ji lu qi
mi yao kong jian

da yu yan mo xing

héng xiang yi dong
ké néng xing

suo ding

r1 zhi wén jian

lué ji zha dan

wu I di zhi

wu Ii di zhi fan héng
¢ y1 ruan jian

guan I

qiang zhi fang wen kong zhi
zul zhang you xiao q1
zul xiao chang du
huan jié

huan jié cuo shi
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@ motion sensors
/'maufn 'sensaz/

é motivation
/,mauti'verfn/

p multifactor
authentication (MFA)
/maltr'faekts o:,0entr'kerfn/

@ network intrusion
detection system
(NIDS)

/'netws:k in'tru:zn di'tekfn 'sistom/

@ network intrusion

prevention system

(NIPS)

/'etws:k m'tru:zn pri'venfn 'sistam/

Network segmentation

/'netwsa:k segman'terfn/

network-based

indicators of
compromise

e g

/'netws:k beist 'mdikertaz pv
'knmpremaiz/

on-path attack

/on paed a'tek/
one-time password
(OTP)

/wan taim 'paesws:d/
OSINT

/'ausit/
parameterised queries
/ ,peera'metaraizd 'kwiariz/
password attack
/'paeswa:d a'tek/
password history
/'peesws:d 'histari/
password manager
/'paesws:d 'meenidza/
password spraying
/'paesws:d 'spreny/
patch

/pztf/
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yun dong chuan gan qi

dong j1

duo yin su shen fén yan zheng

wang luo ru qm jidn cé xi
tong

wang ludo ru qm fang yu xi
tong
wang luo fen duan

wang luo ru g zhi biao

zhong jian rén gong j1

yi ci xing mi m&

gong kai lai yudn qing bao
can shu hua cha xin

mi ma gong j1

mi ma li shi

mi ma guan i g

mi ma pen sa

bu ding

English

Pinyin

B3 payment card
information (PCI)
/'permant ka:d imfa'merfn/
personally identifiable
information (PII)

/'p3senali ar'dentifaiabl mfa'meifn/
phases

/'ferziz/

phishing

/fifin/

physical

/'fizikl/

physical attacks
/'fizikl o'teeks/
Piggybacking
/'pigibaekm/

plaintext

/'plemtekst/

points of ingress and
egress

/pamts v 'mgres end i:'gres/
pre-image resistance
/pri: 'tmid3 r1'zistans/
Pretexting

/'pri:tekstip/
preventative
/pri'ventativ/

principle of least
privilege

Y OBO BMEY®S QR

/'prinsipl ov lizst ‘privilidz/
private key

/'prawvat ki:/
probabilistic
/,probabr'listik/
protected health
information (PHI)
/pra'tektid hel® mfa'merfn/
public key

/'pablik ki:/
qualitative
/'kwolitertrv/
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zh1 fu k& xin x1

ge rén shen fen xin x1

jie duan

dido yu

wu i

wu li gong j1

wéi sui  (huo xi ké )
ming wén

chu ru kou

kang yuan xiang
jie kou
yu fang xing

zul xido quan xian yuan zé
ST yao

gai li de

shou bao hu jian kang xin x1

gong yao

ding xing
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quantitative

/'kwontrtertrv/
@ rainbow table

/'rembau 'teibl/
& RAM

[rem/

Ransomware

0>

/'rensamwea/
reconnaissance
/ri’konisans/
regulated
/'regjolertid/

remote access trojan
(RAT)

/ri'maut 'ekses 'travdzn/
residual risk
/ri'sidzuzal risk/

risk

/risk/

risk assessment
/risk a'sesmant/

rogue access point

N DO B E

/ravg 'ekses pont/

2 Role-based (RBAC)
/ravl berst/

2= Rule-based (RuBAC)

/ru:l beist/
s3s salt

/solt/

Scarcity

/'skeastti/

screened subnet
/skrimd 'sabnet/

script kiddie
/skript 'kidi/

Secure by default
/sr'kjua bar dr'folt/
Secure by design

C ©da K

/st'kjua bar di'zam/

ding liang

cai héong biao
neéi cin

lé suod rudn jian
zhen cha

shou jian guan

yuan chéng fing weén mu ma

sheng yu feng xidn

feng xian

feng xian ping gu

fei fa jie ru didan

j1 yu jué sé de fang wen kong
zhi

j1ya gui zé de fang wen kong
zhi

van zhi

X1 que

ping bi zi wang

jido bén xido zi

mo ren an quan

an quan she ji

English

Pinyin

J\r security information
and event management
(SIEM)

/st'kjoartti mfa'meifn &end 1'vent
'meenidzmant/

severity

/sa'veriti/

shared secret

/fead 'sizkrit/

Shoulder surfing
/'fevlda 's3:fiy/
Signature-based
/'signitfe berst/

Social engineering

D0 A D

Je

/'savfl \endszi'nierm/
special characters
/'spefl 'keeriktaz/

split tunneling
/split 'tanalim/
Spyware

/'spaiwea/

SQL injection

/s kju: ‘el n'dzekfn/
SSID

/es es ar 'di:/

Stateful

/'stertfl/

Stateless

/'stertlos/

subnets

/'sabnets/

switch

[switf/

Symmetric encryption

N @ @ o8 *

/st'metrik en'kripfn/
Tailgating
[terlgertry/
technical
/'teknikl/

threat

/Oret/

D& 2 QA o8B O 0

SQL

an quan xin x1 yu shi jian
guan Ii

yan zhong xing

gong xiang mi mi

jian kut

j1 yu te zheng

she hul gong chéng xué
te shu zi fu

fen li sul dao

jian dié ruan jian

zhu ru

fa wu ji biao shi fu
you zhuang tai

wi zhuang tai

zi wang

jiao huan j1

dui chen jia mi

wéi sui  (wei cha jué )
ji shu

wel xié
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threat detection and
response

/Oret di'tekfn and ri'sppns/
threshold

/'Orefovld/

Transfer

/'traensfs:/

transnational criminal
organisations
/treen'sneefon! 'kriminl o:genai'zeifnz/
Trojan

/'travdzn/
uninterruptible power
supply (UPS)
/,anmta'raptibl 'pava sa'plar/
unpatched software
/an'peetft 'softwea/

Urgency

/'3:dzensi/

virtual private network
(VPN)

/'va:tfusal 'prawvat 'netws:k/
Virus

/'vairas/

VLANs

/'vi:leenz/

vulnerability

/ valnara'biliti/

War driving

/wo: 'dratvig/

weak

Jwik/

Worm

[w3m/

WPA3

/ dablju: pi: er 'Ori:/

zero days

Wi-Fi

/'z1orov derz/

wel xié jidn ce yu xiang ying

yu zhi
zhudn yi

kua gué fan zui zu zht

mu ma

bu jian duan dian yuan

wei da bu ding de rudn jian
jin po gan

xu ni zhuan yong wéang luo

bing du

xtu ni ju yu wang

lou dong

zhan zheng jia shi

ruo

ri chong

bao hu jie ru di san dai

ling ri lou dong




