Data transmission
IGCSE Computer Science

What is data transmission?

Data transmission #{#§{% % means moving data from one place to another — for
example from your computer to a website, or from a phone to a printer.

Data often travels along a cable. Two common ones are shown below.

An Ethernet cable with an RJ45 plug, often used to carry data on a wired network

IGCSE Computer Science o 2 Data transmission @



A fibre-optic cable carries data as pulses of light along thin glass fibres

Before it is sent, the data is broken down into small, equal-sized pieces called packets
5L, Each packet travels separately and they are put back together at the other
end.

Using packets has benefits:

« if one packet is lost or damaged, only that packet is sent again, not the whole file;
o packets can take different routes, so a busy or broken route can be avoided;

e many users can share the same connection at the same time.

The structure of a packet

Every packet has three parts.

header payload (the data) trailer

header holds: trailer holds an
error check + the

packet’s end marker

e sender’s IP address
e receiver's IP address
e packet number (for reordering)

A packet has a header, a payload (the data) and a trailer; the header carries the
addresses and packet number
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Part What it holds

packet header {3k control information (see below)
payload A %2 faf the actual data being carried
trailer 3 shows where the packet ends, plus an error check

The packet header holds:

o the sender’s IP address Hifll: (where the packet came from),
o the receiver’s IP address (where it is going),
« the packet number (so the packets can be put back in the right order).

Packet switching

Packet switching Z#E A7 #t is the way packets are sent across a network.

packet 1

R = router

packet 2 (a different route)

Routers forward packets, and different packets can take different routes to the same
recetver

o Special devices called routers % H#% read each packet’s header and choose the
best route for it.

« Each packet may take its own path, so packets can travel different ways.

o Packets may arrive out of order.

o When the last packet has arrived, the packets are reordered using their packet
numbers.
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Methods of data transmission

Serial and parallel

Serial E£T Parallel 347
How one bit at a time, down one wire several bits at once, down several wires
Distance good over long distances good over short distances only
Cost cheaper (fewer wires) more expensive (more wires)
Errors bits stay in order bits can arrive at slightly different times over long wires

Serial sends one bit after another along a single wire. Parallel sends several bits at
the same time along several wires, so it is faster over short distances.

sending 1 0 1 1 0 1 _| receiving
device "1 device

serial: one bit at a time, one wire

receiving
device

sending
device

= RO -

parallel: several bits at once, several wires

Serial sends one bit at a time down one wire; parallel sends several bits at once down
several wires
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Simplex, half-duplex and full-duplex

These describe the direction data can travel.

simplex A > B one way only (computer — printer)
half-duplex A e > B both ways, one at a time (walkie-talkie)

full-duplex A > B both ways at the same time (phone call)

A

Simplez is one way only; half-duplex is both ways but one at a time; full-duplez is
both ways at once

Method Direction

simplex FLT. one direction only (e.g. computer — printer)
half-duplex X T. both directions, but only one at a time (e.g. walkie-talkie)
full-duplex X T. both directions at the same time (e.g. phone call)

Choosing a method

The choice depends on the distance, the speed needed, the cost, and whether data
must travel both ways at once.

USB

The universal serial bus ifi ] 217 52k (USB) is a common interface 1 (a
connection point) for joining devices to a computer.

Benefits:

the same connector is used by many devices (one standard);

the device is detected automatically and the correct driver is loaded;
it carries power, so it can charge or run a device;

the connector only fits one way, so it is hard to plug in wrongly.

Drawbacks:
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e older USB versions are slower than newer ones;

« transfer speeds can be lower than some other connection types.

5cm

A few of the USB connector shapes. All use the same USB standard, so devices are
detected automatically.

Why we check for errors

While data travels, interference 1-#f. can change it. Three things can go wrong:

e data loss — some bits do not arrive;
o data gain — extra bits are added,;
o data change — some bits are flipped.

So the receiver checks whether the data arrived correctly.
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Error detection methods

Parity check

A parity check 7L adds one extra bit, the parity bit #7 (B L7, to each
byte. There are two types:

data: 1011001
count the 1s: four (even)
parity bit = 0 (keep it even)

sent: 10110010

A parity bit is added to make the number of 1s even (or odd)

« even parity — the total number of 1s in the byte (including the parity bit) must
be even;
» odd parity — the total number of 1s must be odd.

Example (even parity): the data 1011001 has four 1s, which is already even, so the
parity bit is 0:

parity bit + data
0 1011001

To find an error: the receiver counts the 1s. If even parity was agreed but a byte
arrives with an odd number of 1s, an error has happened during transmission.

A parity check cannot find every error. If two bits flip, the count may still look correct.

Worked example. A single parity bit tells you that an error happened, but not
where. A parity block ZFfEIZLER can find the exact bit. Several bytes are sent
together, each with a row parity bit, and one extra parity byte Z{E&LG T at the
bottom holds a parity bit for each column. Even parity is used below, and one bit was
flipped during transmission. Find it.

bl b2 b3 b4 b5 | parity

byte1 1 0 1 1 0] 1
byte2 0 1 1 0 1] 1
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byte 3 1 1 1 0 | 1 <- row: odd number of 1s
byte 4 0 0 1 0 |
parity 0 0 1 1 1| 1

~ column b3: odd number of 1s

Row byte 3 breaks even parity, and column b3 breaks even parity. The flipped bit is
where they cross: byte 3, bit b3. Changing it back from 1 to 0 repairs the data. A
single parity bit only says an error happened; a parity block says exactly where, so
the receiver can even fix it.

Checksum

A checksum {55 F1 is a value worked out from all the data before sending. The
receiver works out the checksum again from the data it received. If the two values do
not match, an error has occurred and the data is resent.

Echo check

In an echo check [A]i£ & 5, the receiver sends the data back to the sender. The
sender compares it with the original. If they differ, an error happened. (This needs
the data to be sent twice, so it is slow.)

Automatic Repeat reQuest (ARQ)

Automatic Repeat reQuest HzE &K (ARQ) uses messages called acknowl-
edgements fffiA.

o The receiver sends a positive acknowledgement if a packet arrived correctly, or
a negative acknowledgement if it did not.

o The sender starts a timeout # I timer. If no positive acknowledgement comes
back in time, the sender sends the packet again.

Check digit

A check digit K1Y is an extra digit placed at the end of a number, worked out
from the other digits. It is used to find mistakes when a number is typed in.

When the number is entered, the check digit is calculated again and compared. It can
catch:

e an incorrect digit entered,
 a transposition error #i{V§fi% (two digits swapped, e.g. 21 typed as 12),
« a digit left out or an extra digit added,
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« a phonetic error (a digit that sounds similar, e.g. 13 and 30).

Check digits are used in barcodes 2575 and ISBNs (book numbers).

Encryption

Why we need encryption

Encryption Jj[I%% scrambles data so that it cannot be understood if it is intercepted
273, (caught) by the wrong person. The readable data is called plaintext B C; after
encryption it becomes ciphertext % 3.

Encryption does not stop data from being intercepted. It only stops the data from
being understood.
Symmetric encryption

Symmetric encryption X% uses a single key %%H to both encrypt and decrypt
the data. The sender and receiver must share this same secret key. The risk is that
the key itself could be stolen while being shared.
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Asymmetric encryption
Asymmetric encryption JEXFRINEE uses two different keys:

o a public key /y4 that anyone can have, used to encrypt;
o a private key A% that is kept secret, used to decrypt.

Data encrypted with the public key can only be decrypted with the matching private
key, so the key never has to be shared. This is safer than sharing one secret key.

Symmetric: one shared secret key

encrypt decrypt
plaintext ciphertext plaintext

O O

secret key same key

Asymmetric: a public key and a private key

encrypt decrypt
plaintext ciphertext plaintext

O O

public key private key

Symmetric uses one shared key; asymmetric uses a public key to encrypt and a
private key to decrypt

Exam tips

« Data is sent in packets (a header with the addresses and packet number, a payload,
and a trailer). Packets can take different routes and arrive out of order, then are
reordered by their packet numbers.

o Match the transmission types: serial (one bit at a time, good over long distances)
vs parallel (several bits at once, short distances); simplex / half-duplex / full-
duplex describe the direction.

o A single parity bit only shows that an error happened; a parity block locates
the exact wrong bit — the row and the column that both fail.

e Learn the error-detection methods and what each does: parity check, checksum,
echo check, ARQ, and the check digit (for typed-in numbers).

e Symmetric encryption uses one shared key; asymmetric uses a public key to
encrypt and a private key to decrypt, so no secret key is ever shared.
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